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= ABSTRACT - The voice over IP models are growing rapidly as they cost far less than the traditional voice phone networks.
The VOIP network utilizes the internet service-based IP network for the transfer of the voice data between the two destinations,
which connects the various companies across the globe with far less expense. In this paper, the major focus has been kept at the
aggregation of the voice data over the major controller switches in the IP network. The aggregation module utilizes the meta-
heuristic voice streams for the preparation of the single aggregated stream. Also, the proposed model aims at the security level of
the aggregation by minimizing the abnormalities tracked by using the concept of the higher and lower thresholds, which empowers
the proposed model for the secure propagation of the voice data. The experimental results show the higher accuracy and significance

of the proposed model in the terms of aggregation model and higher security.
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#1. INTRODUCTION

Wireless mesh network (WMN) is a network made up of radio
nodes which are organized in mesh topology. It is the extension
of adhoc and wireless sensor networks. WMN has self-
organized and self-configured nature. It consists of mesh
routers, mesh clients and gateways. Mesh clients are end users
like laptops, these devices have limited power, they may or may
not be connected to network. WMN routers route the network
traffic but they cannot originate or terminate the traffic. WMN
gateways are routers with direct access to network. To improve
the flexibility of mesh network, a mesh router furnished with
multiple wireless interfaces. Compared with conventional
routers, a mesh router can achieve same coverage with low
transmission power through multi-hop communication.
Wireless Mesh Network consists of wireless networks
connected by a wireless backbone. They are easily deployed and
have low cost overhead as compared to optical networks. It has
self-optimizing, fault-tolerant and self-organizing nature.

A mesh network is reliable because if any node stops working
then other nodes communicate with each other directly or with
the help of interfaces. WMN is fully wireless network that uses
multi-hop communication technique to communicate over the
network.
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Figure 1: Path Maintenance in mesh network between two clients
[16]

VolIP is an emerging technology used to transmit voice
communication over internet protocol. VolIP (Voice over IP)
deliver multimedia sessions and voice communication over
internet protocol. Others names for VolP are broadband
telephony, internet telephony, broadband phone service and IP
telephony. VolP uses public internet instead of public switched
telephone network (PSTN). VolIP calls are similar to traditional
telephone. Instead of transmitting voice signals over circuit
switched network, it packetized data and transmit these packets
over packet switched network. A VolP service deployment
scenario over wireless mesh network is shown in figure 1.1. In
this scenario VolIP service has ability of accessing the fixed or
wired phones to wireless VVolP phones. The popularity of VVolP
services increases these days. To fulfil the consumer demands
for VVolIP services regardless of their location needs broad area
coverage. For improving the VVolP services performance, packet
aggregation techniques are done. Packet aggregation means
aggregating multiple packets to form a single large packet.
Aggregation done at different layers like Network, MAC and
Application layer. Aggregation at Network layer done by
aggregating IP packets and called as packet aggregation.
Aggregation at MAC layer done by aggregating frames and
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called as frame aggregation. Aggregation at application layer
done by aggregating audio frames. In packet aggregation,
instead of sending multiple small packets with separate headers,
it aggregate those small packets and send them with single
header. It does not reduce only overhead but also saves time.
During aggregation, packets which need to be combined should
be in queue. And queuing is attained using force delay
aggregation. Packets are assigned a time stamp in force delay
aggregation and each packet is allotted a maximum delay time.
When this delay time expired, a node will start to combine
packets which are going towards the same destination.
According to force delay aggregation method, the maximum
number of packets to be combined is administered by maximum
transmission unit. For wired, MTU is 1500 bytes and for
wireless networks, it is 23000 bytes. VOIP (Voice Over Internet
Protocol) traffic is reactive to delay, for this reason the packet
which is not able to aggregate within maximum delay time, is
transmitted immediately un-aggregated. Hence, it is crucial to
select the correct maximum delay time. Aggregation is of two
types: Hop-to-hop aggregation and end-to-end aggregation.

Hop-to-hop aggregation: In hop-to-hop aggregation,
aggregation and de-aggregation done at every hop until the
packet reached at its destination. This process cause higher
delay.

End-to-end aggregation: In end-to-end aggregation,
aggregation is done only at transmitting node and de-
aggregation is done at receiving node. This type of aggregation
is suitable for packets that are going toward common
destination and intermediate nodes are just responsible for
packet advancement. Hence, end-to-end delay is less.
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Figure 2: Packet Aggregation of three nodes [10]

1.1 Security Issues

Internet is basically a platform where each and every one can
send and receive packets and also demands some mechanisms
for securing communication on it. In Public Switched Network,
eavesdropping can be difficult but it is easier in IP networks.
Audio streams, video streams etc. all need some type of
protection. In real time communications, security is essential by
ensuring authentication of calls which prevents some type of
attacks like DOS (Denial of Service) attack, eavesdropping,
injection attack etc. Security in VoIP consists of securing the

International Journal of
Computer Science Research (IJCSR)

Research Article | Volume 2, Issue 2 | Pages 31-35 | ISSN XXXX-XXXX

call initialization, its management and also include protection
of bills. VVoIP calls are also charged by the billing mechanism
which should be perfectly secured and implemented.

2. RELATED WORK

Muhammad Shahzad Asif et.al.[1] proposed a decision-oriented
model named AADM (Adaptive Aggregation based Decision
Model). On the basis of link quality, AADM take decision about
the type of aggregation should be used to achieve desired
results. In AADM, aggregation is done on the basis of various
parameters such that BER (Bit Error Rate), PLR (Packet Loss
Ratio), congestion, bandwidth, buffer size, energy consumption
and delay. It dynamically takes decisions whether the
aggregation is required or not. It also defined MTU (Maximum
Transmission Unit) for aggregation. It finally decides the type
of aggregation i.e. hop-to-hop aggregation or end-to-end
aggregation is suitable for the data. Then, it decides that whether
system aggregate both non real time and real time data
according to bandwidth, otherwise it consider only real time
traffic. AADM also specify the role of sender and receiver in
the aggregation mechanism. Jyoti Rajput et.al. [3] discussed
about WSN (Wireless Sensor Network), data aggregation and
its various approaches, security issues in data aggregation and
comparison of various security protocols. Data aggregation is
done with the help of functions such as COUNT, AVG, SUM,
MIN, MAX etc. Data aggregation approaches used in this paper
are centralized approach, network aggregation approach and
decentralized approach. This paper discussed about the security
facts that are required in data aggregation i.e. confidentiality of
data, freshness of data, integrity of data and source
authentication. It also discussed about the attacks on data
aggregation and various security protocols i.e. secure
information aggregation (SIA), secure hop-by-hop data
aggregation protocol (SDAP), synopsis diffusion for robust
aggregation in sensor networks, reputation based secure data
aggregation (RSDA).

Giovanni Di Stasi et.al.[4] proposed a technique called
aggregation aware forwarding which overcome the limitation
that packet aggregation and multipath routing are not work well
together. It allows multipath routing and packet aggregation
simultaneously to increase the network performance. This
technique does not alter the path computation module but
changes the sense of forwarding decisions. This method of
combining the multipath routing and packet aggregation
reduces end-to-end delay and increases throughput. Mantao
Wang et.al.[5] presented an reliable and energy efficient
aggregation for wireless sensor networks. In this paper a
reputation based data aggregation method is proposed for
wireless sensor network, in which aggregator or cluster head is
selected on the basis of its reputation value and its residual
energy, so that the nodes with high reputation and residual
energy will be selected. In the end energy efficiency and
reliability can be obtained. Khyati Marwah et.al.[6] focused on
evaluating the consequences of packet aggregation on different
parameters like end-to-end delay, Mean Opinion Score (MOS)
and aggregation delay. This paper investigated the VOIP (Voice
Over Internet Protocol) performance over Wireless Mesh
Network and resolved the various challenges faced by VOIP.
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VOIP packets are tiny in size and small size packets cause high
overhead because they use different headers. Due to which a
large amount of bandwidth is wasted on it. To overcome the
above problem, this paper does packet aggregation. lan
F.Akyildiz[17] presented a survey on wireless mesh network.
In which network architecture and design factors of wireless
mesh network was discussed. The architecture of wireless mesh
network categorised in three categories: infrastructure or
backbone WMNSs, client WMNs and hybrid WMNSs. The design
factors which affect the performance of WMNS are: scalability,
radio techniques, broadband and QoS, mesh connectivity and
compatibility.

# 3. ANOMALY DETECTION &
FILTERING ALGORITHM (ADFA)

Data filtering or data overhead filtering is used to filter the data
coming from unknown or known nodes. The aim of proposed
model is to protect against injection attack. The proposed model
is designed to detect the very low or very high traffic turnout
coming from different sources in order to detect the anomaly
which is not permitted according to rule of receiving the traffic.
According to the requirement traffic rules are updated with
continuous scanning being performed over the nodes. The
algorithm in proposed model calculates the dynamic threshold
for the purpose of detection of the attack and for the filtering of
attack traffic. The, proposed model is designed to calculate the
threat cause by arrack from unauthorized or authorized sources.
The proposed model design has been given below:

Algorithm 1: Attack Traffic Mitigation Algorithm
1. Available bandwidth on the node is calculated by anomaly

detector (AX).
2. Axscan active connections of the analyzed node.
3. Axanalyse input data volume D= {dv1, dv2, dv3 ... dvX}
coming from various nodes.
4.  Ax compute the D matrix and decide the threshold value.
5. Individual data volume scanned against the threshold value
(Th) to find the traffic abnormalies.
6. Abnormal traffic noticed from traffic strearm volumes and
analyzed individually.
7. Traffic volume is calculated and compare with the assigned
individual connection bandwidth.
8. If the traffic volume is found more than Connection
Bandwidth,
The overhead traffic is filtered.
Otherwise
The traffic is filtered.

The dynamic rule updation algorithm is based on the anomaly
detector (Ax) and traffic flow analyzer furnished with dynamic
traffic flow control mechanism. The traffic irregularity
scanning method is deployed over the live traffic being received
from different sources over the central switch has been
considered for the dynamic flow control methodology. The
voice over IP (VOIP) traffic generated by the nodes is
dynamically aggregated in order to increase the throughput and
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reduce the latency across the end-to-end communication paths.
The following algorithm has been decided for the realization of
the proposed VOIP data aggregation model.

Algorithm 2: Dynamic Rule updation algorithm
1. When the VOIP input stream count becomes more than one

for the similar subnet over the existing connection between
two switches.
a. The aggregation procedure begins.
b. Aggregate id is created (Ag).
2. Foreach aggregate 0 € D perform the following:
a. Addd tothe aggregate stream list with all properties.
b. Update the aggregate transmission time to 0.
c. Startthe life timer for the lifetime tracking of aggregate.
3. While performing the anomaly detection algorithm over
input streams.
a. For set of packets or every packet in the input stream.

i. Calculate the maximum and minimum traffic
volume limits.

ii. If current data Limit is lower than the lower limit,
then expand the aggregate and add the new stream
to the aggregate stream.

iii. Otherwise if current data limit under the higher limit,
then contract the aggregate stream and do not add
the new data stream to the aggregate stream.

b. If Y 0 smaller than the permitted limit A, then

i. If current data limit is lesser than the lower limit,
then expand the aggregate and add the new stream
to the aggregate.

ii. Otherwise if current data limit will be under the
higher limit, then contract the aggregate stream and
do not add the new stream data to the aggregate.

Algorithm 3: Rule Placement Algorithm
1. For every data input stream in the aggregate

a. Collect the data from all open switch ports denoted
with 0.
b. If the data is under the available output limit
i. Increase the individual flow covering count or flow
share for each entry in the aggregate.
ii. Assign current traffic volume as the standard traffic
volume.
c. Iftraffic flow ends
i. Use the [T, @ equation to remove the selected flow
id from the active traffic.
ii. Remove the candidate id of the origination node

#14.RESULT ANALYSIS

The proposed model has been designed for the purpose of the
security of VOIP model over the IP network. The proposed
model has been designed in the four-zonal topological model,
which has been shown in the figure 3.
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Figure 3: Topological model of VOIP security over IP network

The figure 3 shows the four IP subnets, which can be defined as
the separate zones and has been divided by the subnet division.
The subnet mask of 255.255.255.0 (24) has been utilized for the
testing of the proposed model. The 10.0.0.0/8 has been selected
as the base network and first four subnets divided by the 24-bits
subnet mask has been utilized for the purpose of the zonal
division of the IP network. In the data aggregates, the major
issues lie with the level of security, which arises with the
receiving of the anomalies. The anomalies must be detected and
avoided in the minimum possible time, which is known as the
detection delay or the delay in detection. The following figure
(Figure 4) describes the results obtained for the detection delay
of the abnormalities in the aggregate data. The ingress data is
actively scanned against the permitted threshold limits, which
holds the key to analyze and detect the anomalies in the VOIP
traffic inflow over the switching units.
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Figure 4: The delay in detection in the aggregation data

The figure 4 describes the delay in detection of the anomalies
on the different reporting intervals. The variable reporting
intervals have been taken into account for the evaluation of the
anomaly detection. The results of the anomaly detection have
shown the decrease the anomaly count as the simulation
network convergence level increases.

5, CONCLUSION

The model has been proposed for the voice of IP (VOIP)
networks along with the protection of the VOIP networks from
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the anomalies. The proposed model has been designed for the
purpose of VOIP data aggregation, which can hold the multiple
streams altogether under the one aggregated stream inflowing
between the two primary network switches handle the voice
data. The aggregated data is always prone to the malicious code
injections, which is largely demonstrated by the extremely high
or low traffic inflows, which dwarfs the chances of detection.
The proposed model has been designed by keeping this into the
account. The proposed model has been evaluated for the
anomaly count in the VOIP data inflow. The anomaly detection
method is based upon the bottom and higher threshold limits,
which increases the integrity of the aggregation under the
proposed VOIP data aggregation model. The experimental
results have justified the claim of the security by admitting the
abnormalities in the traffic inflows over the different reporting
intervals.
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